Every book has a history. This book originates in a 2005 Brussels conference discussing the impact of peer-to-peer technology on the future of copyright law. 2 Peer-to-peer technology, as further explained below, allows people to exchange information over the Internet via many equal or 'peer' machines linked across a network, rather than on a central server. From a copyright point of view, the main controversy surrounding peer-to-peer networks is whether providers of peer-to-peer technology and services can be liable when users infringe copyright through their networks. This issue has been hotly debated in legal circles and in the press, especially in 2005, when the US Supreme Court issued its highly anticipated decision in the controversial case MGM Studios, Inc. v Grokster Ltd. 3 In this decision, the Supreme Court held that the two popular file-sharing networks, Grokster and Streamcast (dba Morpheus), were indeed liable for 'actively inducing' the end-users' acts of infringement. As will be explained, the liability for inducement is one form of secondary liability for copyright infringement.
the technical means (in particular the software) to make primary infringements online possible. The development of peer-to-peer networks over the Internet has, therefore, brought the issue of secondary liability to the forefront.
FROM PEER-TO-PEER TECHNOLOGY…
Peer-to-peer technology is quite well known in copyright circles, but at the same time, the variety of applications covered by this broad term is largely ignored. Napster was one of the first P2P networks to become widely known at the end of the 1990s; however, it works quite differently than Grokster or Kazaa, which had their moments of fame in the early 2000s. In general terms, peer-to-peer technology is a decentralized system of computers that are able to interact with each other without the intervention of servers. The computers are linked across a network and act as equal peer nodes, allowing them to share information with each other directly; thus, the computers in the network can act as both server and client. There lies the main difference between Napsterlike systems and those like Grokster or Kazaa. While Napster, for example, based its file-sharing services on a centralized indexing system (using a proprietary network protocol), P2P networks like Grokster or Kazaa use a decentralized process called the 'FastTrack', which assigns indexing functions to computers connected in the network, called 'supernodes', when needed. Virtually any computer in the network can be a supernode.
Alexander Peukert best describes the hopes and fears of these P2P networks in his original essay A Bipolar Copyright System for the Digital Network Environment (an abbreviated version of this text can be found later in this collection):
Peer-to-peer networks provide architecture for stable, cheap and global sharing of any digitized information, be it music, movies, software, writings or other data. The end-to-end or peer-to-peer architecture makes it possible for thousands of terabytes to rush through P2P networks every month without anybody having to invest in and provide for a centralized server. 4 The technology features characteristics that prompt great hopes for the advent of the global knowledge community. However, it also terrifies copyright owners to definitely lose control over their works, which for the user of these networks actually seem to be 'free as the air to common use'.
In more current developments in P2P technologies, however, these fears are largely being addressed by working with rights holders and government agen-cies. For example, BitTorrent, a P2P communication protocol that uses trackers and metafiles to coordinate file distribution, has had its share of legal controversy (although no significant case law yet), but in recent years has worked with media companies and organizations to reduce illegal use of its protocol. In 2005, BitTorrent Inc. signed an agreement with the Motion Picture Association of America (MPAA) to collaborate on stopping Internet piracy; specifically, BitTorrent agreed to remove all links to unlicensed copies of movies owned by the seven MPAA studio members. Other ways to reconcile the use of this promising technology with the possibility to protect and remunerate copyright holders are explored.
Despite such progress, copyright infringement online remains ubiquitous, triggering particularly important and fascinating legal discourse extending beyond that of direct infringement to the liability of third parties.
. . . TO SECONDARY LIABILITY IN COPYRIGHT LAW
Although this book is focused on peer-to-peer file sharing, it also addresses other situations and technologies likely to trigger secondary copyright liability, in particular, the situation of Internet intermediaries, such as hosting or access providers, and technologies, such as (dedicated) search engines or hyperlinking. Secondary liability rules are flexible and include doctrines applying to many different circumstances. For instance, in January 2008, the press announced that the Warner Music Group was suing the company Seeqpod, which offers both a search engine and an online music player, for 'direct, contributory and vicarious infringement' of the record label's music. 5 Seeqpod users can search through a virtual 'library' of more than eight million songs hosted in different locations, and then stream those they like (no downloading is involved). Such streaming, Seeqpod claims, is protected 'fair use' under US copyright law.
Contributory and vicarious infringements, discussed by various contribu
In a contribution entitled 'Liability of Users and Third Parties for Copyright Infringement on the Internet', Allen N. Dixon, an intellectual property and technology consultant with extensive experience in the software and music industry, offers a very comprehensive overview of the international developments on the different rules that extend copyright liability to those who encourage, assist or benefit from the infringements committed by the primary infringers. Secondary liability applies to the 'brick-and-mortar' jukebox and music hall operators, copy shops and other purchasing agents on the market. On the Internet, intermediaries also exist, contrary to what is sometimes believed: hosting and access providers, search engines and other providers of information location tools, such as links, are only some among the many intermediaries that help the information sought to be identified by and conveyed to the users. Allen Dixon's paper really sets the scene for any discussion on secondary copyright liability by thoroughly defining the various actors in the Internet chain and by carefully distinguishing the various sources and theories that have been used in different countries to address this liability. While US law uses the rubrics 'contributory liability' and 'vicarious liability', along with the more recently developed principle of 'inducement liability', other common law countries (in particular, the UK and Australia) rely on the notion of 'authorisation' enshrined in statutes deriving from the UK Copyright Acts. For civil law countries, Allen Dixon rightly stresses the role played by the general tort rule (responsabilité civile in France and Belgium) from which a duty of care (zorvuldigheidsnorm in the Netherlands) can be derived, or the liability that allows some injunctive relief, but no damages (such as the German doctrine of Störerhaftung). Similarly, Michael Schlesinger, Of Counsel to the law firm of Greenberg Traurig LLP in Washington, DC, provides an overview of the most recent case law on peer-to-peer, with a special focus on Asia. Michael Schlesinger's paper is more focused on primary liability; it starts with an analysis of the 'umbrella solution' enshrined in the WIPO Treaties, that is, the 'making available right'. A crucial part of a P2P transaction involves the acts of the uploader who makes available a copyrighted file on the P2P network, but P2P file sharing also involves the acts committed on the receiving end by the downloader (in particular, the reproduction of the file on his or her system). The 1996 WIPO Treaties created a new right covering interactive transmissions: the making available right of Art. 8 of the World Copyright Treaty. This right is supposed to cover the acts of the uploader who makes the file available online. When transposing this right in their national system, member states retain some room to manoeuvre: the US relied upon the distribution right to cover the delivery of protected files through online transmissions; in Europe, distribution is limited to tangible copies and cannot apply to online acts of dissemination. Regarding online transmissions, the 2001 EC Directive on Copyright in the Information Society has thus opted for an autonomous 'communication to the public right', which includes the 'making available right'.
A string of recent US cases discussing whether the making available right is included in the distribution right provided by the US Copyright Act is later discussed by Michael Schlesinger. His contribution ends with an extensive review of the case law from Asia, including Hong Kong, China, Taiwan and Japan; the summaries and comments on those Asian decisions is particularly useful for those of us who do not have easy access to this case law.
SECONDARY COPYRIGHT LIABILITY AND HYPERLINKING
Further analysing the seminal case decisions cited by Allen Dixon, other contributors raise additional situations triggering secondary liability. For one, the case law on the liability for linking is analyzed by Vicky Hanley, an associate with Covington & Burling LLP, and the editor of this collection, Alain Strowel, who is a professor at the Facultés Universitaires Saint-Louis, Brussels and Of Counsel with Covington & Burling LLP. As hyperlinking is a widely used tool, essential to the functioning of the web as well as multi-faceted (one can distinguish standard links from deep links, frames and embedded links), many cases have made their way before courts internationally, and the various legal solutions addressing secondary liability have been applied. Hyperlinking clearly engages the responsibility of the link provider in some instances (such as when the provider knowingly endorses the illicit materials to which s/he links), but other intermediaries have also been targeted in actions based on liability for hyperlinking, in cases where responsibility is not so clear. For instance, some hosting providers were specifically directed to take down links posted by their clients on pages hosted on their servers. More importantly, the issue of liability for dedicated search engines, which retrieve lists of links, or for content aggregators relying on the collection of links, have been involved in cases that have helped draw the line between 'dangerous (online) liaisons' and the 'good relationship' that Internet sites and intermediaries should have.
THE LEADING P2P CASES AND THEIR LEGAL CONSEQUENCES
Various contributions explore in detail how the rules of secondary liability have been applied to P2P in some national laws.
In a contribution called 'Copyright Control v Compensation: The Prospects for Exclusive Rights after Grokster and Kazaa', Jane Ginsburg, the Morton L. Janklow Professor of Literary and Artistic Property at the Columbia University School of Law, offers a thorough analysis of the criteria applied by US and Australian courts in delineating secondary liability for copyright infringement. Her review of the key US decisions, including Sony, 6 Napster, 7 and Grokster, 8 elucidates the reasoning of US judges in dealing with thirdparty infringements and in distinguishing between contributory liability, vicarious liability and inducement liability. Also, Jane Ginsburg's presentation of Australian case law shows that similar outcomes can be reached through different means: the decision in the leading Australian case, Kazaa, 9 offers striking resemblance to the Grokster's analysis. However, while the US approach is grounded in the common law, the Australian view relies on a provision of the Australian Copyright Act that renders the 'authorisation' of infringement a direct violation of the statute. After Kazaa, a P2P business that deliberately foregoes control that it could have exercised had it designed its service differently may be found to have 'authorized' the ensuing infringements, and therefore, may be held liable.
Professor Graeme Austin, the J. Byron McCormick Professor of Law at the University of Arizona, further explores the international character of the emerging law on P2P networks in the same common law jurisdictions, Australia and the United States. Graeme Austin's starting point is that while the law applicable to P2P networks may still be tethered within domestic borders, its application to P2P results in a 'de facto' export of the national rules on secondary copyright liability.
Indeed, the rulings on P2P tend not to distinguish infringements (or 'acts of authorization' in the case of Australian law) that occur in or outside the country where the copyright infringement case is brought. The remedies sometimes imposed (for example, a filter in the Australian Kazaa case) also potentially affect all users of the P2P system, including those located abroad. The extraterritorial reach of the leading P2P decisions, such as Kazaa, means that a 'de facto' export of liability theories is occurring although most intellectual property laws, and particularly the US case law (for example, the 2007 Microsoft v AT&T decision of the US Supreme Court) analysed by Graeme Austin later on, are based on a territoriality principle that prohibits the extension of domestic law to conduct in foreign territories. Graeme Austin believes that a strict view on territoriality -which would require domestic courts where the primary acts of infringements occur to take responsibility -could make the legal analysis largely unmanageable. In addition, Graeme Austin considers the impact of public international law norms (the Berne Convention) on private international law and on the conflict of law issue; if those international norms are taken seriously, Graeme Austin argues, courts imposing liability for indirect infringement should not be impeded by the fact that their decisions might have extraterritorial effects.
COPYRIGHT IN THE AGE OF P2P: TOWARDS A 'COMPENSATION WITHOUT CONTROL' MODEL?
Peer-to-peer software and other information location tools enabled by the digital revolution have made copyright appear somewhat out-dated to some observers. A few contributions of this book explore, beyond peer-to-peer technology, the ways copyright could eventually be reshaped to respond to this new environment.
Proposing a forward-looking analysis of the P2P phenomenon and its impact on copyright is Alexander Peukert, an Asssociate Professor of Civil Law, Commercial Law and Intellectual Property Law at the JohannWolfgang Goethe University Frankfurt/Main. In his paper 'A Bipolar Copyright System for the Digital Network Environment', he reviews proposals made by various commentators 10 that non-commercial file sharing should be considered lawful, while copyright owners would be compensated indirectly through a voluntary collective licensing scheme, a levy (or nonvoluntary licence) or a tax system. Those alternative proposals rely on the premise that efficient control of the use of P2P networks is not possible without banning the technology altogether or, at least, without severe encroachments on privacy and other drawbacks associated with systematic monitoring of the Internet. Alexander Peukert's paper first analyses the compatibility of those alternatives with the international obligations deriving from the Berne Convention, the TRIPS Agreement and the WIPO Copyright Treaty, in particular with the three-step-test establishing the distinction between exclusivity and non-voluntary licences. Beyond reviewing the shortcomings of those alternative proposals, Peukert's contribution advocates the adoption of a new copyright model for the digital online environment, which he calls the 'bipolar copyright system'. The bipolar copyright system allows the right holder to choose freely between exclusive exploitation (possibly with the aid of DRMs) and participation in the levy/tax system as regards non-commercial file sharing. In Peukert's complex model, the choice between an individual licence or a levy/remuneration can be made at the time of the works' first publication, but to switch-over from one system to the other one is still possible later. 11 Peukert's view that copyright exclusivity should not rule cyberspace is not shared by all commentators. On the contrary, the case law on P2P has, in the words of Professor Jane Ginsburg, 'taken some of the wind out of the sails of proposals to substitute a P2P levy scheme for authors' exclusive rights'. Compensation through levies (or compensation without control) is not an easy substitute for the control offered by the authors' exclusive rights: copyright practitioners and collecting societies in continental Europe who have experienced the wealth of issues raised by levies, such as the difficulty of collection, are ready to accept this evidence, while US academics are more easily tempted by a system that looks attractive from a distance, but whose implementation is prone to generating difficulties and litigation.
ONLINE COPYRIGHT AND THE EVOLVING LIABILITY OF INTERMEDIARIES
Other contributors do not challenge the exclusive right model, but rather its use by rights owners against primary infringers. Robert Clark, professor at the University College, Dublin, is sceptical about the increased use of criminal law by the music industry in fighting uploaders. In his chapter 'Sharing Out Online Liability: Sharing Files, Sharing Risks and Targeting ISPs', he considers that such a development is not a proportionate response to the mass infringements on P2P networks, especially when civil law remedies are available. However, the use of civil remedies is sometimes directly impeded by data protection rules -as shown by his review of decisions on discovery of subscribers' data held in various jurisdictions (Ireland, Netherlands, Spain, UK, etc.). According to Robert Clark, liability decisions in Canada, Ireland and the UK -which are helpfully compared with the US and Autralian deci-sions discussed elsewhere in the book -show a trend towards a system of 'sharing risks' for 'sharing files': most decisions explore the possibility of allocating both the risk and liability in a much more horizontal way than the early stages of the debate on file sharing could have possibly anticipated. Robert Clark's chapter, in essence, focuses on the online liability of Internet Service Providers and on the interpretation of the 'safe harbour' provisions of the 2000 EC Electronic Commerce Directive. His review of recent case law, including the Belgian Scarlet case on access provider liability for P2P file sharing, points towards a possible weakening of ISP immunity in Europe. At the very least, the case law partly supports the legislative attempts to have ISPs more directly involved through the use of filtering systems at different levels. Technological tools, and their imposition by law, now move towards the centre of the debate on secondary liability and P2P.
The issue of technological measures of protection and the link with ISP liability is also central in the comprehensive and forward-looking contribution jointly prepared by Jerome H. Reichman, the Bunyan S. Womble Professor of Law at Duke Law School; Graeme B. Dinwoodie, Professor of Law at Chicago-Kent College of Law; and Pamela Samuelson, the Richard M. Sherman Distinguished Professor of Law at Boalt Hall School of Law. In 'A Reverse Notice and Takedown Regime To Enable Public Interest Uses of Technically Protected Copyrighted Works', those authors plead in favour of a more balanced system for protecting copy or access control technologies, usually embedded in, or complemented by, digital rights management systems (DRMs). Technological measures and DRMs are, in theory, a possible solution to limit mass infringement online -but their effective implementation by rights owners and their acceptance by the public, at least in the field of music, seems quite remote and improbable. That said, the three authors of this chapter are primarily concerned with the law on technological measures as it should be designed. Interestingly, their proposal to adjust the anti-circumvention rules relies on the checks and balances embedded in the ISP safe harbour rules. They argue that the notice and takedown procedure first developed through common law adjudication about ISP liability for wrongful acts of users, then incorporated in the US Digital Millenium Copyright Act, offers a good balance that is still missing in the anti-circumvention rules adopted in the US and in the EU. They advocate, therefore, what they call a 'reverse notice and takedown' process, that is, a process where users give notice of their desire to make public interest uses of technically protected copyrighted works, and content owners would have the responsibility of taking down the works or enabling their lawful use. In Europe, this 'reverse notice and takedown' process would possibly effectuate the obligation that EU Member States have to ensure that users are able to enjoy some copyright exceptions (Art. 6(4) of the 2001 EC Directive on Copyright in the Information Society).
THE RECENT LEGISLATIVE DEVELOPMENTS AFFECTING ONLINE INTERMEDIARIES: THE OLIVENNES AGREEMENT IN FRANCE AND BEYOND
P2P file sharing and other online technologies such as hyperlinks and search engines remain a core concern for copyright owners, especially for the music and film industries. Developments since 2007 have shown increased attention to the role of online intermediaries, particularly access providers, in fighting online piracy.
For instance, in France, an agreement between various stakeholders (the music and film companies on one side, the ISPs on the other side) was concluded on 23 November 2007, following a study conducted by Mr Denis Olivennes. The so-called 'Olivennes Agreement' is part of a new 'government-led crackdown on copyright violation by users of P2P file sharing services'. 12 Under this new initiative, ISPs should cooperate more effectively with copyright holders to deter high-volume users of P2P sites. The draft law adopted by the French Council of Ministers on 18 June 2008 seeks to codify the Olivennes Agreement. It will be submitted to Parliament for adoption in the Spring of 2009. One of the main contributions of this legislative development is the creation of a new independent copyright enforcement authority (the High Authority). It appears that fighting mass copyright infringement through the standard court system is not fully adequate: the judicial procedure is generally slow and costly; the remedies are relatively inadequate; and the processing and disclosure of personal data is not usually allowed in relation to civil proceedings, making it difficult to establish such infringements in the first instance. These are just some of the reasons justifying the development of an alternative solution to the standard court system. The magnitude of copyright infringement through P2P and new online platforms (such as user-generated sites or online auction sites) probably requires new authorities and new remedies, at least if one intends to tackle direct infringements by Internet users. This does not necessarily mean that stronger remedies are needed, at least initially; in a sense, the new draft law in France proposes a quite moderate approach in the so-called 'graduated response', which prescribes a sequence of measures to be applied to repeat infringers. 13 To circumvent the The High Authority will first issue warnings to end-users. In case of repeated infringement, the High Authority can propose a one to three months Internet access suspension to the subscriber as a settlement measure. In case the subscriber refuses this proposed settlement and new infringements are committed within one year of the warn-
